OBB

INFRA

HaaS User Manual
v1.2



HaaS User Manual v1.2

Content

A 1o e To 1U ] £ o o PSRRI 3
O R VLY o = L TS 1 g T= T o = B S PSPPSR TUPRR 3
1.2 USING the USEI MANUAL ....ceiiiiiiiiiiiiie et e e e e e e e e e e et e et e e e s e s asbeseeeeeeessaassbaneeeaeeesaassnanneeeeaens 3
121 0ol (1] £ TP UP PP PPPPPPPRPPN 3
1.2.2 (o] g b= ui] g lo IV ESTTo PRSP PPPPUPRRRRRPIOt 3
1.2.3 [N (610 TSP P TP PSP P PRPRPPPPPRPPPRPIN 3
N €110 111 | o OO TP PP PPPPPRPPP 4
3 FIIST STEPS 1N HAAS ... ettt ekt o bttt 4kttt ok et e okt R et b et e s 6
5 10T 1o PSSR 6
3.2 SHUCIUIE Of the USEI INTEITACE .. .ciiiiiii ettt e ettt e e et e e s sttt e e e enbb e e e aneb e e e anneeee s 6
TG T () AT PSP PP PR 6
N B - 1Y ] o Lo = o PRSP RR 7
g R I 1Y o] = YA F= T T o = o PP PPPPPPPPPNS 7
5 Features for VENICIE KEEPEIS ... 8
5.1 INVLIAl SEIUP OF OBUS ...ttt ettt o4 bt a4ttt e ook et e ook bt e e e aa bt e e e nb bt e e e bt e e nne e s 8
511 Create OBUS and request aUtheNtICALION KEYS ..........uuiii ittt e et e et e 8
5.1.2 Create Subset-114 transport KEYS FOr OBUS ........coiiiiiiiiiiie ettt et e e et e et e e e bb e e e e nte e e e anaaeeeatbeeeanneeeeennees 9
5.2  Manage authentication KEY rEQUESTES ......cccciii i 10
5.2.1 S (1L PP P UPTT R SPPPPPRPPPN 11
5.2.2 [ o Tod TS ST PP PP PPPPRR PP 11
5.2.3 Display authentiCation KEY FEQUESES ........uiiiiiiiie et e ettt ettt e e ettt e e e ettt e e e se e e e e an bt e e e et e e e amba e e e anbbeeeanteeeennnneas 11
524 (O T ot= I 2o VA (=T (8= SO PP USSP 12
5.3 Receive and download authentication KEYS .........cooo oo 12
5.3.1 Notification about NEeW AUtNENTICALION KEYS........ciiiiii ittt e et e ettt e e et e e et e e e e anee e e e enneeeeanneeeas 12
5.3.2 Display AUINENTICALION KEYS .......eiiiiiiieiit ettt e ke e et e e et e e ekttt e et e e e bt e e st e e e e e s e s 12
5.3.3 DOWNIOAA AUINENTICALION KEYS ...ttt ekttt oot e e e sttt e et e e ekt e e e st e e e e e e s 13
I Vo V- L o= To @ = U =TV RS 15
54.1 DUSPIAY OBUS ...ttt ettt ookt 4 ke e ek e 4R £ e 4R E e R4 e e 4R b et e e Rt e e Rt e e e e e e s 15
54.2 DiISPIAY OBU GELAIIS. ...ttt e ekt h e o4kt e oo a et e 4ot e e ekttt e e st e e e et e e st e e s 16
543 o [ O 1 PP T TP P PP PPRR PP 17
544 (D211 (= @] = O ST PO PPPPPR PP 19
5.4.5 S Te RS T [o F= T o oo 1] A o =) ST UPTT R SPPPPPRPPTN 20
5.4.6 Overwrite COSt CENTIE TOr @Il OBUS .........iiiiiiii oottt e oottt e e e e e ettt e e e e e e bbb et e e e e e e anbaeeeeeeas 21
5.5  Check Subset-114 reSPONSE MESSAGES ....cccceeiiiieiei e 21
55.1 Select messages to be imported and STArt IMPOIT............iiii e e e e e e e e e e e s e eeaeeaeanes 21
55.2 LT 0] 0 0 o] =T o RSP PPPPURRRRIN 22
5.5.3 RESUILS ettt ettt e oottt oo oottt e e e e e e Eh e et et e e e e e e A aEtteeeeee e e e REh et e eeee e e e nE ettt eeeeeeeaREbateeeeee e e s baaeeeaeeeeanranees 22
5.6  Notification about deleted authentiCAtION KEYS..........iiiiiiiiiiiiiie et 23



HaaS User Manual v1.2

1 Introduction

1.1 What is the HaaS?

HaaS stands for Home KMC as a Service.

The service includes the provision of traction unit authentication keys (generally also referred to as ETCS keys) and
associated data, content, services, technologies, systems and services that enable communication between the OBU
and RBC on the traction unit side and are to be installed on the traction unit by the customer.

1.2 Using the user manual

1.2.1 Structure

In the first chapters of the user manual, you will find an overview of how the application works in general and how to
get started with it.

The individual functions are then described in the form of application scenarios, focusing on Vehicle Keeper users.

1.2.2 Formatting used
References to interactive elements of the user interface (buttons, links) are displayed in bold - e.g. Download.

References to other elements (headings, tables, etc.) are shown in bold italics - e.g. Subset-114 transport key.

Links within the user manual are marked with the link symbol.

1.2.3 Notes

Notes to be emphasised are highlighted in one of the following two forms - examples:

The availability of the menu items depends on the role of the logged-in user.

When editing the target domains, requests for authentication keys are automatically created or cancelled.
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2 Glossary

Term

Authentication
key

Domain
ETCS domain
ETCS entity
ETCSID
ETCS Keys

HaaS

1AM
Infra-KMC

Infrastructure
KMC

Key Manager
KMAC
KMC

M-AMA

NID Engine

OBU

Predefined Key

RBC

RBC relation

SNUM

Subset-038

Subset-114

Subset-137

Meaning

Cryptographic key including metadata which serves as the basis for ETCS communication between
the OBU and RBC.

Synonymous with ETCS domain.

Here: synonymous with KMC.

Generic term for KMC, RBC and OBU.

Unique ID for identifying ETCS entities (KMCs, RBCs, OBUS).

Generic term for various keys in the ETCS environment. Instead, the terms authentication key and
transport key are used throughout the user manual.

Home KMC as a Service.

Vehicle KMC operated by OBB as a service for vehicle keepers.
OBB authentication system used by the application. Authorisations are assigned in M-AMA.
Infrastructure KMC operated by OBB.

KMC, which takes the role of the Home KMC for certain RBCs.

OBB operations management employee responsible for key operations.
Equivalent to authentication key

Key Management Centre

Can take on the role of either a vehicle KMC (e.g. HaaS) or an infrastructure KMC (e.g. OBB Infra
KMC).

OBB configuration tool for user authorisation management.

Unigue ETCS identifier of an OBU.
Here: In the context of OBUs, synonymous with ETCS ID.

On-board unit

Special key used in Subset-114, which is used for certain operations instead of the transport key
(e.g. for installing a transport key).

Radio Block Centre

Information about the RBC for which an authentication key is valid and the status of the key with
regard to the RBC. An authentication key typically consists of several RBC relations.

Serial number of a key

Unique identification criterion in combination with the issuing domain.

Standard for offline transfer of authentication keys to other KMCs.

Implemented version: 3.1.0

Standard for offline transmission of messages for installing, updating and deleting authentication
keys in OBUs and RBCs.

Implemented version: 1.1.0

Online interface for transferring requests from a vehicle KMC to an infrastructure KMC and
authentication keys from an infrastructure KMC to a vehicle KMC.

Implemented version: 1.0.0



Term
Target domain

Transport key

Type 1 OBU

Type 2 OBU
Vehicle KMC

Vehicle keeper
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Meaning

Domain (or infrastructure KMC) from which an authentication key is to be or has been requested.

Key for securing the authentication keys contained in the messages.
Used for Subset-038 and Subset-114.

A Type 1 OBU only supports a single authentication key, which is used for communication with all
RBCs. The creation of this key is the responsibility of the vehicle KMC.

The HaaS does not support type 1 OBUs.
The standard OBU type that supports multiple authentication keys.
KMC, which takes on the role of the Home KMC for certain OBUs.

Railway undertaking, leasing company, etc., to which certain OBUs are assigned in the KMC.



HaaS User Manual v1.2

3 First steps in HaaS

3.1 Login

You can access the HaaS via the URL @ https://haas.oebb.at.

Login takes place via the OBB authentication system. Follow the steps described there to log in with your credentials.

After logging in, the é Dashboard is displayed.

To log out, please use the Logout entry in the user menu.

3.2 Structure of the user interface

GBB Hafs TEST #  Dashboard

vehidekeeper@evalittest

M; ith - -
Dashbcard No new authentication keys

Showing the top 10 authentication keys created in the last 30 days.

Authentication Keys

For the complete list go to Authentication Keys @

Key Requests

Manage OBUs No authentication keys expiring soon

Showing the top 10 authentication keys about to expire within the next 180 days
Own Vehicle Keeper For the complete list ¢o to Authentication Keys 3

Subset-038 Import

No open key requests
Subset-114 Check

Only the top 10 open authentication key requests are shown.
For the complete list go to Key Requests &

3.3 List views

OBB Haas TEST [ Manage OBUs 2 vehidekesper@evolittest

INFRA 120

OBUS sitems (reset filcer)

Dashboard
Action Export (.xisx)
. ETCSID | ETCSID (HEX) | EVN Type Valid authentication key... | Domain Vehide keep... | Costcentre | Subset-114 enabled | Subbeemrrrrraropond -
Authentication Keys
1405 (a1 ) - (Al -
Key Requests v 14058402  0x02DEB3A2 Type 2 OBBHaas  FzH XYZ-12345.. oWl |
v 14058403 0x02DE83A3 Type 2 OBBHaas  FZH 1 XYZ-12345... (oWl |
Manage OBUs
14058404 | 0x02D6B3A4 Type 2 BB Haas FZH 1 XYZ-12345..
Own Vehicle Keeper 14058405  0x02D683AS Type 2 ©BB Haas FZH 1 XYZ-12345... [NVl |
Subset-038 Import 14058406 0x02D6B3A6 Type 2 BB Haas FZH 1 XYZ-12345.. [Nl |
14058407  0x02DE83A7 Type 2 ©BB Haas FZH 1 XYZ-12345.. (oWl |
Subset-114 Check
14058410 0x02DEB3AA Type 2 BB Haas FZH 1 XYZ-12345.. [Nl |
14058440  0x02D683CB Type 2 v ©BB Haas FZH 1 XYZ-12345.. (oWl |

2 OBUs selected (clear selection)

Action for selected ste S O
ftems (inactive / active) Download Subset-114 transport keys Create Subset-114 transport keys
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4 Dashboard

The dashboard is the page that is displayed immediately after logging in.

4.1 Display dashboard

You can access the dashboard at any time via the Dashboard menu item.
The dashboard displays three key pieces of information:
e New authentication keys from the last 30 days
e Authentication keys that are about to expire and for which there exists not yet a request for a follow-up key

e Open requests for which no authentication key has yet been received

7y
GBB Hass TesT % Dashboard & vehiclekeeper@evolictest
INFRA o

Authentication Keys

2 new authentication keys

Showing the top 10 authentication keys created in the last 30 days
For the complete list go to Authentication Keys &

Key Requests EVN ETCS ID | ETCS ID (HEX) Key domain SNUM  RBCs 1 Created at | Valid from Valid to

14 05 8401 000-0 9@ 02000009 OBB INFRA 14 RBCA 14/10/2024 15:41:00 14/10/2024 14/02/2029

14 05 8402 000-0 OBU link By008 OBB INFRA 12 RBCA 14/10/2024 15:34:00  14/10/2024 14/02/2029

No authentication keys expiring soon

Manage OBUs

Own Vehicle Keeper

Subset-038 Import

Showing the top 10 authentication keys about to expire within the next 180 days
Subset-114 Check For the complete list go to Authentication Keys 3 N
Link to COmp‘e‘e list

3 open key requests

Only the top 10 open authentication key requests are shown.
For the complete st go to Key Requests &

OBUETCSID OBUETCSID.. EVN Vehicle keeper Domain Domain ET...  Domain ETCS . Status, Status info 1 Changed at
14058404 3 2D683A4 FZH 1 OBB INFRA 6291457 0x05600001 IN PROGRESS Request successfully sent to OBB INF.. 16/10/2024 15:19:03
14058403 3 0x02D683A3 FZH 1 OBB INFRA 6291457  0x05600001 IN PROGRESS Request successfully sent to OBB INF... 16/10/2024 15:19:02
14058402 3 0x02D683A2 FZH 1 OBB INFRA 6291457 0x05600001 IN PROGRESS Request successfully sent to OBB INF... 16/10/2024 15:19:02

The dashboard lists only show a few data records at a time. The link above each list takes you to the complete
view of all data records, which is filtered according to the same criteria as the dashboard.



HaaS User Manual v1.2

5 Features for vehicle keepers

5.1 Initial setup of OBUs

5.1.1 Create OBUs and request authentication keys
To be able to request authentication keys, the required OBUs must first be created.

This can be done conveniently for several OBUs in one step.

5.1.1.1 Open the Create OBU page
Proceed as described below and as shown in the screenshot to get to the Create OBU page

e Select menu item Manage OBUs

e Select the action + New OBU at the top right

Y
OBB Haas TEST [0 Manage OBUs & vehiclekeeper@evolittest v
INFRA 120
OBUS Noitems + New 0BU
=2 Dashboard
ETCSID ETCSID(HEX) | EVN Type Valid authentication key... ~Domain Vehicle keep... | Cost centre  Subset-114 enabled  Subset-114 transpo Actions
&* Authentication Keys
(Al - A - Yes - A -
o Key Requests
No data
. anage OBUs
1 Manage OBU:
A Own Vehicle Keeper 30 50 100 1

5.1.1.2 Entering the OBU data
You can enter several OBUs at once on the Create OBU page.

The following data can/must be recorded for each OBU:

e ETCS ID: NID engine of the OBU
The ETCS ID can be entered in both decimal notation (left column) and hexadecimal notation (right column).
The same ETCS ID cannot be used more than once.

e EVN: European Vehicle Number (optional)
The EVN must consist of 12 digits.

¢ Vehicle keeper: OBU affiliation
As a Vehicle Keeper user your own vehicle keeper is predefined.

e Cost centre
Depending on the vehicle keeper setting Cost centre required, optional or mandatory. Prefilled with the
default cost centre specified for the vehicle keeper.

e Target domains
Select here for which countries (or in detail for which infrastructure domains) an authentication key is to be
requested.

e Type
Purely informative; only type 2 OBUs are supported in the HaaS.

e Interfaces
Subset-114 is automatically preselected as the interface for key distribution in the direction of the OBU.
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7y
OBB H‘a\aSTEST m Manage OBUs & vehiclekeeper@evolittest v
INFRA 120
Create OBU
= Dashboard
N
csio- o Vikiehepert  Comone oz e e
Authentication Keys
14058450 D683D2 14 05 8450 000-1 FZH 1 v ABC-987654321 OBB INFRA (6291457) - Type 2 Subset-114 - [ ] }
{i e
Replir= 14058451 D683D3 FZH 1 ~  ABC-987654321 OBB INFRA (6291457) - Type 2 Subset-114 - [ ] }
Manage OBUs N

When a new line is added, all data (except for the EVN) is copied from the previous line. The ETCS ID is
increased by one.

Start with the lowest ETCS ID and enter the data for the first OBU as completely as possible before adding
further lines.

5.1.1.3 Saving and creating the requests
After clicking on Save, the OBUs are created in the HaaS.

A request for authentication keys is created for each OBU for each selected target domain. For details, see chapter &
Manage authentication key requests

5.1.2 Create Subset-114 transport keys for OBUs

A corresponding transport key must be available so that authentication keys can later be loaded into an OBU using
Subset-114 messages.

The steps for creating transport keys for multiple OBUs are described below.

5.1.2.1 Open the Create transport keys (KTRANS) page
Proceed as described below and as shown in the screenshot to get to the Create Subset-114 transport key
(KTRANS) page

e Select menu item Manage OBUs
e Select one or more OBUs

e Select the action Create Subset-114 transport keys at the bottom right

£
oBB Haas TEST [0 Manage OBUs & vehidekeeper@evolittest v
INFRA 120
OBUS 2 items (reset filter) + New0BU
21 Dashboard
v 1 ETCSID ETCSID(HEX) | EVN Type Valid authentication key... Domain Vehicle keep... Costcentre | Subset-114 enabled | Subset-114 transpo... Actions
Authentication Keys
¢ 1405845 (a1 - A - (Al - A
ot KeyRequests v 14058450 0x02D683D2 14 05 8450 000-1 Type 2 OBB Haas FZH 1 ABC-98765... [0}V |
v 14058451 0x02D683D3 Type 2 0OBB Haa$ FZH 1 ABC-9B765... [0}V |
1. [[] Manage OBUs

20 50 100 1
A Own Vehicle Keeper

2 OBUs selected (clear selection)

of  Subset-038 Import Create Subset-114 transport keys

5.1.2.2 Entering the transport key data
The validity period of the transport keys to be generated can be specified on the Create Subset-114 transport key
(KTRANS) page.

The system automatically proposes a validity period of 50 years with today's date as the first day of validity.
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Y
GBB HaaS TEST [ Manage OBUs & vehidekeeper@evolittest
INFRA 120

Create Subset-114 transport key (KTRANS)

Dashboard

ETCSID EVN Valid from * Valid to *
Authentication Keys o N -
14058450 D683D2 14 05 8450 000-1 16/10/2024 =} 16/10/2074 =}
Key Requests
14058451 D683D3 16/10/2024 ] 16/10/2074 o]

Manage OBUs

Cancel Save

Own Vehicle Keeper

5.1.2.3 Saving and downloading transport keys
After clicking on Save, the transport keys are generated and offered for download in the form of Subset-114 INSTALL-

TRANSPORT-KEY messages.
Please confirm the security notice to proceed to the download.

Transport keys are sensitive data, as they are subsequently used to ensure the secure transmission of
authentication keys.
The Subset-114 messages used to install transport keys must be reliably deleted after use.

5.1.2.4 Subsequent download of the transport keys
Transport keys can be displayed in the & OBU details and downloaded later again.

To download multiple transport keys at a later date, proceed as described below and as shown in the screenshots
e Select menu item Manage OBUs
e Select one or more OBUs
e Select the Download Subset-114 transport keys action at the bottom right

e Confirm the security notice to proceed to download

7y
OBB :—I;as TEST ] Manage OBUs & vehicekeeper@evolittest V'
INFRA o
OBUS 2 items (reset filter) + NewOBU
Dashboard
v 1 ECSID EICSID(HEX)  EVN Type Valid authentication key... = Domain Vehicle keep... Costcentre | Subset-114 enabled  Subset-114 transpo. Actions
Authentication Keys
’ 1405845 (a1 - A - (an - -
Key Requests v 14058450 0:02D683D2 1405 8450 000-1 Type 2 OB8 Haas FZH 1 ABC-98765... oIV |
“ 14058451 (02D68303 Type 2 BB HaaS FZH 1 ABC-96765.. ®Or e
1. ] Manage OBUs
20 50 100 1
A Own Vehicle Keeper
ot Subset-038 Import 2 OBUs selected (dear selection) Download Subset-114 transport keys il Create Subset-114 transport keys

Transport keys are sensitive data, as they are subsequently used to ensure the secure transmission of

authentication keys.
The Subset-114 messages used to install transport keys must be reliably deleted after use.

5.2 Manage authentication key requests

A request is used to obtain one or more authentication keys for an OBU from an infrastructure KMC.

The processing of a request, the application to the respective infrastructure KMCs and the provision of the
authentication key is typically carried out by a Key Manager.

10
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5.2.1 Status

Status Description

NEW The request has been created but processing has not started yet.
IN The request was sent to the relevant infrastructure KMC.
PROGRESS

COMPLETED The request is complete. This means that at least one authentication key has been received from the
relevant infrastructure KMC.

CANCELLED The request was cancelled.

5.2.2 Process

5.2.2.1 Creating requests
Requests are created implicitly by adding target domains to the OBU when it is first created (see ¢ Create OBUs and
request authentication keys) or by subsequently editing the OBU (see Edit OBU).

In addition, the system creates requests for follow-up keys for authentication keys that are about to expire. This
happens automatically six months before a key expires.

There can only ever be one open request for the combination of OBU and domain.
5.2.2.2 Setin progress

If the infrastructure KMC is connected online to the HaaS via Subset-137, the application is made automatically
immediately after creation and the status is immediately set to IN PROGRESS.

Otherwise, the request is manually set to IN PROGRESS by the Key Manager as soon as the authentication key has
been requested from the relevant infrastructure KMC.

5.2.2.3 Complete

Requests can only be set to the status COMPLETED implicitly by the system.

This is done either by importing a Subset-038 message by a user (typically the Key Manager) or by receiving an
authentication key from an infrastructure KMC connected online via Subset-137.

The trigger for completion is stored in the Status info field in the request.

When importing or receiving an authentication key, the system checks for the existence of an open request for
the combination of OBU and transmitting domain and completes it.

If several authentication keys have been created for an OBU due to a request (for example, because the
infrastructure KMC issues a separate authentication key for each RBC and OBU combination),
importing/receiving further authentication keys has no effect and is also possible without an open request.

5.2.3 Display authentication key requests

You can access the list of requests via the menu item Key Requests.

£
OBB Haas TEST o5 Manage Key Requests & vehiclekeeper@evolittest
INFRA 20

Key Requests z items freset fiten)
= Dashboard

OBU ETCS ID  OBU ETCS ID EVN Domain Domain ET...  Domain ETCS Status Status info Created by Created st Changed by Changed at

o* Authentication Keys

1405845 NEW,IN . v = =] = =)
1. off, KeyRequests 14058451 @ D683D3 BB INFRA 6291457 600001 INPROGRESS ~ Requestsuc.. vehiclekeep.. 16/10/2024 15:30:05 SYSTEM 16/10/2024 15:31:00

14058450 D683D2 14 05 8450 000-1 OBB INFRA 6291457 600001 IN PROGRESS Request suc.. vehiclekeep...  16/10/2024 15:30:05 SYSTEM 16/10/2024 15:31:00
m Manage OBUs
20 50 100 1
Own Vehicle Keeper
P

11
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The list of requests is initially pre-filtered to the status NEW and IN PROGRESS. To also see completed and
cancelled requests, please adjust the filter.

5.2.4 Cancel key requests

Requests can be cancelled manually by a Vehicle Keeper or Key Manager:
e Select menu item Key Requests
e Select one or more requests
e Select the Cancel key requests action at the bottom right

e Enter reason and click on Confirm

Y
OBB Ha?S TEST o& Manage Key Requests & vehidekeeper@evolittest V'
INFRA 120
Key Requests 2 tems (reset fiter)
= Dashboard
OBU ETCSID | OBU ETCS ID.. | EVN Domain Domain ET...  Domain ETCS L. | Status Satusinfo  Created by Created at | Changed by Changed at
o* Authentication Keys o p
1405845 NEW,IN .. ~ = =
1. o, KeyRequests 14058451 & D683D3 BB INFRA 6291457 600001 INPROGRESS  Requestsuc.. vehiclekeep.. 16/10/2024 15:30.05 SYSTEM 16/10/2024 15:31:00
v 14058450 @3 D683D2  14058450000-1  OBBINFRA 6291457 600001 INPROGRESS ~ Requestsuc.. vehidekeep.. 16/10/2024 15:30:05 SYSTEM 16/10/2024 15:31:00

[(] Manage OBUs
20 50 100 1
A Own Vehicle Keeper

1 key request selected (dear selection)

% Subset-038 Import

In addition, open requests are also implicitly cancelled by the system if the relevant domain is removed from the list of
target domains in the OBU (see Edit OBU).

The reason for a cancellation can be seen in the Status info field.

Cancelling a request results in the domain in question being removed from the list of target domains at the
OBU. No authentication keys will then be accepted from this domain.

To create a new request, add the domain to the target domains again (see ¢ Edit OBU).

5.3 Receive and download authentication keys

A Key Manager typically takes care of obtaining authentication keys so that no action is required by the Vehicle
Keeper.

5.3.1 Notification about new authentication keys
Once a week, the system checks whether new authentication keys have been received for a vehicle keeper.

If there are new keys in GENERATED status - i.e. the key has not yet been downloaded - a notification is sent by e-
mail to all users of the respective vehicle keeper.

The notification only contains authentication keys that have been added since the last notification and have not
been downloaded in the meantime.

You should therefore pay attention to all emails or, if in doubt, regularly check the Dashboard for new keys.

5.3.2 Display authentication keys

5.3.2.1 Status
The main status of an authentication key is called OBU status to avoid confusion with the installation status on the
RBCs.

12
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Status Description

GENERATED The key has been entered into the system but not yet downloaded.

DISTRIBUTION Reserved for later use.

PENDING

INSTALLED The key has been downloaded.
Provides no information as to whether the key has ever actually been installed on the
OBU.

DELETION PENDING Reserved for later use.
DELETED The key has been deleted.

5.3.2.2 Display authentication keys
You can access the list of authentication keys via the Authentication Keys menu item.

7y
HaaS TEST L .
OEEA 120 o Manage Authentication Keys & vehiclekeeper@evolittest v
Authentication Keys 4 tems reset fiter
=2 Dashboard
Vehidle keep...  EVN ETCS ID | ETCS ID (HEX) | Key domain SNUM OBUstatus  RBCs Created at | Valid from Valid to Subsequen... | Open requ
uthentication Keys
Authentication Key:
140584 = e = B = [ REY) ARG -
o, KeyRequests FZH 1 14058440 (3 D6B3C8  OBB INFRA 10049 GENERATED  RBCB 28/08/2024 11:06:51  26/08/2024 26/08/2029
FZH 1 14058440 & D6B3CB  OBB INFRA 10049 GENERATED  RBCB 28/08/2024 11:09:15  26/08/2024 26/08/2029
[(] Manage OBUs
FZH 1 14058440 3 D683C8  OBB INFRA 10049 GENERATED  RBCB 28/08/2024 11:12:34  26/08/2024 26/08/2029
f  Own Vehicle Keeper FZH 1 14058440 & DGB3CE  OBB INFRA 10049 GENERATED  RBCB 28/08/2024 11:13:12  26/08/2024 26/08/2029
of Subset-038 Import 20 so0 100 1

In this view, you will find all the authentication keys available in the system for your own vehicle keeper.

5.3.2.2.1 Columns
Explanations for some selected columns:

e Key domain
Infrastructure KMC from which the key was generated and received.

e SNUM
Serial number of the key (unique within the key domain).

e Subsequent key existent
Indicates whether a follow-up key exists for the combination of key domain and OBU with later validity.

e Open requests existent
Indicates whether a key request exists for the combination of key domain and OBU to issue a follow-up key.

For details, see Manage authentication key requests.

The field Subsequent key existent does neither provide any information as to whether the validity of the
subsequent key directly follows on from the current key nor whether the same RBC relations are contained in
the subsequent key.

5.3.2.2.2 Actions
You can Download authentication keys by selecting one ore more lines.

5.3.3 Download authentication keys

The download of authentication keys in the form of Subset-114 messages for the OBUs can take place at the
following locations:

e Immediately after the import of Subset-038 messages

13
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¢ In the list of authentication keys

e In the detail view of an OBU

When downloading a non-deleted authentication key, its status is changed to INSTALLED.

5.3.3.1 Prerequisites and notes on the generated Subset-114 messages
The prerequisites for downloading Subset-114 Messages are:

e The Subset-114 interface of the OBU is activated (see Edit OBU)

e The existence of a currently valid Subset-114 transport key

For information on creating a transport key, see ¢ Create Subset-114 transport keys for OBUs.

The type of Subset-114 message generated depends on the status of the authentication key:

Status Generated message(s)

GENERATED ADD_AUTHENTICATION_KEY

INSTALLED ADD_AUTHENTICATION_KEY or REPLACE_ETCS_ENTITIES (depending on the selection
by the user)

DELETION DELETE_KEY

PENDING

DELETED DELETE_KEY

The messages are offered for download in the form of a ZIP file. Within the ZIP file, there is a subfolder with the
ETCS ID of the OBU for each OBU in accordance with the Subset-114 standard, which in turn contains the
messages.

5.3.3.2 Download from the list of authentication keys
To download Subset-114 messages for multiple authentication keys, proceed as follows:

e Select menu item Authentication Keys

e Select one or more authentication keys

e Select the action Download Subset-114 ADD message(s) at the bottom right
e Save the ZIP file

BB Haa$ TEST

120 o Manage Authentication Keys & vehiclekeeper@evolittest
INFRA 120
Authentication Keys 4 items reset fiter
i1 Dashboard
= Vehidekeep.. EVN ETCS ID | ETCS D (HEX) | Key domain SNUM OBUstatus  RBCs Created at | Valid from Valid to Subsequen... | Open requ
1. Authentication Keys
. : T
Key Requests FZH 1 14058440 3 D683C8  OBB INFRA 10049 GENERATED  RBCB 28/08/2024 11:06:51  26/08/2024 26/08/2029
FZH 1 14058440 D683C8  OBB INFRA 10049 GENERATED ~ RBCB 28/08/2024 11:09:15  26/08/2024 26/08/2029
Manage OBUs
FZH 1 14058440 3 D683C8  OBB INFRA 10049 GENERATED  RBCB 28/08/2024 11:12:34  26/08/2024 26/08/2029
Own Vehicle Keeper v FZH 1 14058440 & D683CE  OBB INFRA 10049 GENERATED  RBCB 28/08/2024 11:13:12  26/08/2024 26/08/2029
Subset-038 Import 20 50 100 1
Subset-114 Check . !
T authentication keys selected (dear selection) Download Subset-114 ADD message(s) fll Download Subset-114 REPLACE message(s)

Only Subset-114 messages are generated for those authentication keys that fulfil the requirements.
The download buttons are only active if at least one selected authentication key fulfils the requirements for the
respective Subset-114 message.
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5.3.3.3 Download from the OBU detail view
To download Subset-114 messages from the detail view, proceed as follows:

e Openthe & OBU Details page
e Open the Download menu for the desired entry in the Authentication keys list

e Select Download Subset-114 ADD message(s)

OBB Haas TEST [0 Manage OBUs & vehidekeeper@evolittest v
INFRA 120
08U Detls =3
Dashboard
Created at Changed at
. General 26/08/2024 16:42:40 by keyman keymanager@evolittest ~ 26/08/2024 13:07:31 by vehiclekeeper@evolit.test
Authentication Keys
ETCSID 14058440 | 0x02D683C8 Domain ©BB Haas Subset-114 enabled
Key Requests
- E Vehicle keeper ~ FZH 1 Predefined key @
Manage OBUs Type Type 2 Cost centre XYZ-123456789
Own Vehicle Keeper Target domains
Subset-038 Import Austria (AT)
OBB INFRA 6291457 | 0x02600001

Subset-114 Check

Authentication keys

SNUM  Vaid from | Valid to OBU status | RBCs Actions
a = B = 2 @ -
~  Domain OBB INFRA, Validity 26/08/2024 - 26/08/2029 (1 key) + &
b 10049 26/08/2024  26/08/2029  GENERATED  RBCB @® ¢ 0
Download Subset-114 ADD message(s)
Subset-114 transport keys
SNUM | Valid from Valid to Status Actions
= = 8 - 8 @ M
32 27/08/2024 27/08/2074 DELETED v
34 28/08/2024 28/08/2074 INSTALLED P
5.4.1.1 Display list
You can access the list of OBUs via the Manage OBUs menu item.
General information on the functions of the list view can be found at ¢ First steps in Haas.
oBB HaaS TEST [0 Manage OBUs 2 vehiclekeeper@evolittest
INFRA 120
OBUS 2items (reset filter) Valid authentication ™ Subset-114 transport ™
Dashboard key available key available
1 EICSID EICSIDHEX) | EVN Type Valid authentication key... | Domain Vehicle keep... | Costcentre | Subset-114 enabled | Subset-114 transp... Actions
Authentication Keys
1405845 0] ) - ) - A -
Key Requests 14058450 0-0°D6E3D2 14 05 8450 000-1 Type 2 08B Haas FZH 1 ABC-98765.. oWk |
14058451 0:02D683D3 Type 2 08B Haas FZH 1 ABC-98765...
0 50 100 1

A Own Vehicle Keeper

5.4.1.2 Columns

In addition to the basic data of an OBU (for a description, see & Create OBUs and request authentication keys), you
will find the following important columns in the list:

e Valid authentication key available
Indicates whether an authentication key exists for the OBU that is valid at the current time and has not been
deleted.
15
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e Subset-114 transport key available
Indicates whether a transport key exists for the OBU that is valid at the current time and has not been deleted.

5.4.1.3 Actions
The following actions are available for each OBU:

e & Details
e & Edit
. 6‘9 Delete

5.4.2 Display OBU details
You can access the OBU detail view via & Display OBUs and in many other places by clicking on the OBU ETCS ID.

In this view you will find all the information available in the system for an OBU, including all authentication keys and
Subset-114 transport keys.

£
0 BB HaaS TEST [0 Manage OBUs & vehidekeeper@evolittest
INFRA 20
08U Detis a0
22 Dashboard
Created at Changed at
e General 26/08/2024 16:42:40 by keyman keymanager@evolittest  26/09/2024 13:07:31 by vehiclekeeper@evolit.test
Authentication Keys
‘Change information ﬁ
ETCSID 14058440 | 0x02D683C8 Domain ©BB Haas Subset-114 enabled
Key Requests
- E Vehicle keeper  FZH 1 Predefined key ®
Manage OBUs Type Type 2 Cost centre XYZ-123456789
Own Vehicle Keeper Target domains
Subset-038 Import Austria (AT)
OBB INFRA 6291457 | 0x02600001
Subset-114 Check
Authentication keys
SNUM | Valid from Valid to OBU status | RBCs Actions
Q = B = 2 @ -
- Domain GBB INFRA, Validity 26/08/2024 - 26/08/2029 (2 keys) 3
10043 26/08/2024  26/08/2029  DELETED RBC B @ ¥
10049 26/08/2024  26/08/2029  INSTALLED | RBCB LOBEAN |
Subset-114 transport keys
SNUM | Valid from Valid to Status Actions
= = e 8 @ Download / Delete )
34 28/08/2024 26/08/2074 INSTALLED ]

5.4.2.1 General
The first block contains all the basic data of the OBU.

For a description of the fields, see ¢ Create OBUs and request authentication keys.

Some of the basic data can be changed using & Edit OBU.
5.4.2.2 Target domains
List of infrastructure domains in which the OBU is intended to be used, grouped by country.

By selecting the target domains, you control for which domains authentication keys are requested and from which
domains authentication keys are accepted for the OBU.

The target domains can be changed using & Edit OBU.

5.4.2.3 Authentication keys
The list of authentication keys contains all authentication keys of the OBU that are known to the HaaS. This includes
currently valid, expired, deleted and future valid keys of various domains.

The authentication keys are grouped by issuing domain and validity period. This makes it easier to maintain an
overview if infrastructure domains issuing a separate key for each RBC.

Detailed information on the columns:
16
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SNUM
Serial number of the authentication key. Unique within the issuing domain.

Valid from
First day of validity of the authentication key. This date is implicitly to be understood as 00:00 UTC on the
specified day, i.e. the entire day is within the validity period.

Valid until
Last day of validity of the authentication key. This date is implicitly to be understood as 00:00 UTC on the
following day, i.e. the entire day is within the validity period.

OBU status
For details on the meanings of the statuses, see Display authentication keys.
RBCs

Designation of the RBCs for which this authentication key is valid according to the issuing domain. Information
on the RBCs, such as the ETCS ID, is visible by expanding the table row.

The following actions can be performed for a single authentication key or for a group of authentication keys:

Plain text display
A dialogue for displaying the key in plain text format (hexadecimal coding) is shown.
This action is only available for individual keys.

Download

If the OBU status is GENERATED, this is changed to INSTALLED.

For subsequent downloads, you can choose between downloading Subset-114 ADD and REPLACE
messages.

DELETE messages can be downloaded instead for keys with the status DELETED.

Delete
The status is changed to DELETED.

If a valid Subset-114 transport key is available, corresponding Subset-114 messages are generated during
download and deletion. For details, see Download authentication keys.

5.4.2.4 Subset-114 transport keys
The list of Subset-114 transport keys contains all currently valid, already expired or deleted and future valid keys.

Detailed information on the columns:

SNUM
Serial number of the transport key. Unique within the HaaS.

Valid from
First day of validity of the transport key. This date is implicitly to be understood as 00:00 UTC on the specified
day, i.e. the entire day is within the validity period.

Valid until
Last day of validity of the transport key. This date is implicitly to be understood as 00:00 UTC on the following
day, i.e. the entire day is within the validity period.

Status
Can be INSTALLED or DELETED.

A new transport key can be created via the menu item Create Subset-114 transport key in the extra menu.

The following actions can be performed for a transport key:

5.4.3

Download
Depending on the status, either an INSTALL_TRANSPORT_KEY or DELETE_KEY message is generated.

Delete
The status is changed to DELETED and the DELETE_KEY message is offered for download.

Edit OBU

To edit OBUs, use the edit action in Display OBUs or the OBU details view.

17
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”
GBB HaaS TEST [ Manage OBUs & vehidekeeper@evolittest ¥
INFRA 120
Edit OBU
= Dashboard
I General
Authentication Keys
ey s 14058450 D683D2
14 05 8450 000-1
Manage OBUs
nterfaces Subset-114 -
Own Vehicle Keeper
Subset-038 Import
Vehicle keeper * FZH1 -

Subset-114 Check

Cost centre * ABC-987654321
OBE Haa$

Type 2

Target domains

OBE INFRA (6291457) -
Target domains

Warning: Changes to the target domains result in creation or cancellation of authentication key requestst

Save Cancel

5.4.3.1 Modifying basic data
You can change the following data in the General block:

e EVN: European Vehicle Number (optional)
The EVN must consist of 12 digits.

e Interfaces
Subset-114 is automatically preselected as the interface for key distribution in the direction of the OBU.

o Predefined Key
If a key other than the standard Subset-114 Predefined Key is used in the OBU, it can be configured here.

e Vehicle keeper: OBU affiliation
As a Vehicle Keeper user your own vehicle keeper is predefined.

e Costcentre )
Optional cost centre (provided by OBB Infra).

Changing the ETCS ID is not possible retrospectively and requires the ¢ creation of a new OBU.

5.4.3.2 Changing target domains
The target domains are used to control for which countries (or in detail for which infrastructure domains)
authentication keys are requested.

18



HaaS User Manual v1.2

Target domains

_ OBB INFRA (6291457) .
Target domains

~ B Austria (AT)

Te}

v OBB INFRA (6291457)
¢ Germany (DE)

: taly (IT)

Adding additional target domains automatically results in the creation of a new key request.

When target domains are removed, any open requests (request with the status NEW and IN PROGRESS) are
cancelled.

For details on requirements, see Manage authentication key requests.

Authentication keys are only accepted by the HaaS if the corresponding target domain has been selected for
the OBU.

When editing the target domains, requests for authentication keys are automatically created or cancelled.

5.4.4 Delete OBU

OBUs can be removed from the system using the delete action in Display OBUs.
To delete an OBU, you must ensure that

¢ all authentication keys and transport keys of the OBU are deleted (see Display OBU details)

e open key requests are cancelled (see Manage authentication key requests)

After clicking on the delete button, the action must be confirmed:
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Delete OBU

Do you really want to delete this OBU?

ETCS ID 14058412
ETCS ID (HEX) 0Ox0DZDe83AC
EVM 14 05 8412 000-1

Yes, delete

5.4.5 Set standard cost centre

The default cost centre is used to pre-fill the cost centre field when creating new OBUSs.

However, if you want to change the cost centre for all existing OBUSs, use the function ¢ Ovenwrite cost centre for all
OBUSs, for individual OBUs ¢ Edit OBU.

5.4.5.1 Open Edit Vehicle Keeper page
Proceed as described below and as shown in the screenshot to get to the Edit Vehicle Keeper page

e Select Own Vehicle Keeper in the menu item
e Click on Edit

OBB Haas TEST A Manage Vehicle Keepers & vehidekeeper@evolittest V'
INFRA 120
&« Vehicle Keeper Details E]
Dashboard

Created at Changed at
. General 07/02/2024 14:49:54 by admin admin @evolit.test 26/09/2024 12:53:52 by keyman keymanager@evolit.test

Authentication Keys

Name FZH 1

Key Requests
e AM ID (Company ID)

Manage OBUs Cost centre required v

Standard cost centre ABC-987564321
1. 4 Own Vehicle Keeper

——

5.45.2 Set standard cost centre
Enter the standard cost centre and click Save.

The new value will be used from now on when creating new OBUSs.

GBB :—I:ES TEST #  Manage Vehicle Keepers & vehiclekeeper@evolittest ™
INFRA e

Edit Vehicle Keeper

Dashboard
I General
Authentication Keys
Name FZH 1
Key Requests
Costcentre required
Manage OBUs Standard cost centre XYZ-123456783

Own Vehicle Keeper

038
Subset-038 Import P
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5.4.6 Overwrite cost centre for all OBUs

If the cost centre for all OBUs of a vehicle keeper changes, this function can be used to change the cost centre field
for all OBUs in one step.

However, if you only want to change the cost centre for individual OBUs, use the function é‘l)Edit OBU.

5.4.6.1 Open the Overwrite cost centre for OBUs dialogue
Proceed as described below and as shown in the screenshot to access the Overwrite cost centre for OBUs
dialogue

e Select menu item Own Vehicle Keeper

e Select the action Set cost centre for OBUs in the menu

GBB Haas TEST

INFRA 120

&« Vehicle Keeper Details E]
=2 Dashboard

Created at Set cost centre for OBUs
General 07/02/2024 14:49:54 by admin admin@evolittest  26/09/2024 12:53:52 by keyman keymanager@evolit.test

®  Manage Vehicle Keepers & vehidekeeper@evolittest

&* Authentication Keys

Name FZH 1

of, Key Requests

v

[(] Manage OBUs

1. 4 Own Vehicle Keeper

I ——

Standard cost centre ABC-987564321

5.4.6.2 Set new cost centre
Enter the new cost centre and click on Save.

The cost centre is overwritten with the new value for all OBUs of the vehicle keeper.

Overwrite cost centre for OBUs

® Warning, this action overwrites the existing cost centres on all OBUs of
vehicle keeper "FZH 1"!

Cost centre ®

XYZ-123456789

5.5 Check Subset-114 response messages

Subset-114 requires that OBUs return the result of key operations in the form of response messages.

These response messages can be read by the HaaS to check for errors.

5.5.1 Select messages to be imported and start import

To start the import, proceed as described below and as shown in the screenshot
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e Select menu item Subset-114 Check
e Select files or drag & drop them into the marked area

e Click on Start upload

You can import one or more Subset-114 response messages in one process. The messages can have any file
extension or none at all.

ZIP files are also supported, whereby only files with the extension .rsp and .rxd within the ZIP file (also in
subfolders) are considered Subset-114 response message.

£
OEE‘A :'Laas TEST o Subset-114 Notification Check & vehiclekeeper@evolittest

% Dashboard T o diop files here

Authentication Keys resultcode_001.rsp

Key Requests resultcode_003.rsp

Manage OBUSs resultcode_004.rsp

resultcode_005.rsp

Own Vehicle Keeper

e i
_Fues to import
Subset-038 Import E=
1. o% Subset-114 Check Start upload

5.5.2 Perform check
After clicking on Start upload, all uploaded files are checked for valid Subset-114 response messages.
Messages are considered valid under the following conditions:

e The message type is RESPONSE_NOTIF

e The sender must be an OBU known in the HaaS (Subset-114 field Sender ETCS-ID-EXP)

e The receiver must be the HaaS (Subset-114 field Receiver ETCS-ID-EXP)

The valid Subset-114 messages are then analysed and the result is displayed.

The check of the Subset-114 response messages does not trigger any action in the HaaS, but only serves
informative purposes in order to recognise any processing errors on the part of the OBU.
This means that no data changes, such as status changes or similar, take place.

5.5.3 Results

After the analysis, both a summary and a list with detailed information on each message are displayed. If successful,

the number of successful response messages should correspond to the number of Subset-114 messages processed

on the OBUs.

Incorrect results must be investigated, as this means that a Subset-114 message has not been successfully
processed by the OBU.
This may mean that an authentication key has not been installed and therefore cannot be used.
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Y
GBB :";as TEST o Subset-114 Notification Check & vehidekeeper@evolittest v
INFRA =
& Results
Dashboard
- Summa
Authentication Keys v
Number of files: 5
Key Requests Number of Subset- 114 messages: 5
Number of ignored files: 0
Manage OBUs Nurmber of ignored Subset-114 messages: 0
Number of Subset-114 notificati 5
X Number of Subset-114 notifications with result OK: 1
Own Vehicle Keeper 14 noif 4
Subset-038 Import
Checked Messages
Subset-114 Check
Message T ETCSID ETCS ID (hex) | Result Status code | Status description Additional information
B = 2 (Al v |= (Al e
resultcode_003.rsp 13767 0x020035C7  Error 3 Authentication algorithm not implemented
resultcode_006.rsp 13767 0:020035C7  Error 6  Key not known
resultcode_005.rsp 13767 0x020035C7  Error 5 Decryption algorithm not implemented
resultcode_004.rsp 13767 0x020035C7  Error 4 Transport key not found
resultcode_001.rsp 13767 0x020035C7  OK 1 Request received successfully

20 50 100 1

5.6 Notification about deleted authentication keys

The system continuously informs you of any deleted authentication keys. This check takes place every few minutes.

This notification is sent to you as Vehicle Keeper user as well as to all Key Managers and Administrators.

If an authentication key has been deleted unexpectedly, please be sure to contact the relevant departments.
The cancellation may have been carried out by the issuing infrastructure KMC. It must be assumed that the key
has already been removed from the RBCs and that the affected OBU therefore can no longer run on the
respective ETCS lines!
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